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FORWARD

By Congressman Carlos A. Gimenez (R-FL)

During my time as Mayor of Miami-Dade County, I saw firsthand through
interactions with Port Miami and other maritime stakeholders the range of threats
posed to U.S. ports by foreign adversarial actors. Recognizing the gravity of these
threats, I have continued to raise alarms about the U.S. maritime sector’s increas-
ing reliance on equipment and technology that has been manufactured, assem-
bled, or installed by entities owned, controlled, subsidized, or influenced by Com-
munist China. This equipment, which includes ship-to-shore cranes, could be ex-
ploited to malfunction or facilitate cyber espionage, compromising our maritime
infrastructure and undermining U.S. national security.

As Chairman of the Transportation and Maritime Security Subcommittee,
I spearheaded a joint investigation with my colleagues from the House Committee
on Homeland Security and the Select Committee on the Strategic Competition be-
tween the United States and the Chinese Communist Party. The goal was to iden-
tify cybersecurity risks, foreign intelligence threats, and supply chain vulnerabili-
ties at U.S. ports. Through hearings, roundtable discussions, site visits to U.S.
ports, and oversight letters transmitted to relevant stakeholders, we have all but
confirmed that our nation’s ports face significant threats from adversarial actors.
The U.S. maritime sector’s reliance on the People’s Republic of China equipment
and technology is the root cause of that insecurity.

We were alarmed to find that state-owned enterprises, including Shanghai
Zhenhua Heavy Industry Co., Ltd., (ZPMC) have made concerted efforts to gen-
erate undue economic leverage over U.S. ports, while seeking to increase their in-
fluence through investments and non-competitive pricing for equipment and tech-
nology. In part due to the regime in Beijing’s financial support, ZPMC dominates
the global and U.S. maritime equipment and technology market. It accounts for
nearly 80% of the ship-to-shore cranes used by U.S. ports.

These ship-to-shore cranes are critical to the U.S. maritime sector’s ability
to facilitate commercial activity, international trade, and military logistical opera-
tions during time of conflict. In a scenario where the functionality of these ship-to-
shore cranes is compromised, particularly by a threat actor originating from Com-
munist China, the disruption of commercial activity would reverberate across the
U.S. In the event of a future conflict in the Indo-Pacific region, Communist China
would undoubtedly seek to limit the U.S. military’s response, by targeting or ex-
ploiting vulnerabilities in the very same U.S.-based maritime equipment and tech-
nology that they produced, manufactured, assembled, or installed.

I am proud to have led this joint investigation to further understand the
security risks at our nation’s ports. It is clear the threat exists, and our adversaries
are looking for ways to undermine our national security. The United States must
take steps to secure the equipment at our ports and cease dependence on interna-
tional threat actors.



EXECUTIVE SUMMARY

In June 2023, the House Committee on Homeland Security (Homeland Secu-
rity Committee) and the House Select Committee on the Strategic Competition be-
tween the United States and the Chinese Communist Party (Select Committee)
(Committees) launched a joint investigation into the cybersecurity risks, foreign
intelligence threats, and supply chain vulnerabilities at U.S. ports. The investiga-
tion focused on the widespread use of foreign equipment and technology, specifi-
cally assessing the risks, threats, and vulnerabilities associated with ship-to-shore
cranes (STS) and related components produced, manufactured, assembled, or in-
stalled by Shanghai Zhenhua Heavy Industry Co., Ltd. (ZPMC), a state-owned en-
terprise (SOE) controlled by the government of the People’s Republic of China
(PRC).

The U.S. maritime sector is dangerously reliant on equipment and technology
that has been produced, manufactured, assembled, or installed in the PRC, includ-
ing ship-to-shore cranes, container handling equipment, and various other critical
maritime infrastructure components. This is due in large part to noncompetitive
pricing that favors PRC SOEs, technological disparities, and the lack of domestic
manufacturer alternatives. Contracts between PRC SOEs and U.S. ports do not ad-
equately prioritize security in favor of the latter, and often lack provisions prohib-
iting unauthorized modifications or access to equipment by the former. The PRC's
geopolitical ambitions, particularly regarding Taiwan, raise additional concerns
about the security of U.S. maritime supply chains, as the PRC could potentially
leverage its dominance to exert pressure on the United States.

The PRC, through its SOEs, has strategically positioned itself as a dominant
force in the global maritime sector, aiming to control key components at ports
worldwide including in the United States. Leveraging access to cheap labor and
subsidized steel, PRC SOEs, particularly ZPMC, have sold STS cranes at non-com-
petitive prices, capturing an overwhelming share of the global market. ZPMC is
the world’s largest STS crane manufacturer, producing nearly 80% of the STS
cranes used at U.S. ports and holding 70% of the global market share. This domi-
nance has been achieved through a complex system of state support, including
financing from state banks, direct subsidies, preferential borrowing rates, state-
backed fundraising, and other nonmarket advantages. Currently, there are no do-
mestic manufacturing alternatives for STS cranes in the U.S,, although at least two
companies are considering establishing a manufacturing presence.

The investigation revealed that two PRC state-owned enterprises control por-
tions of five U.S. ports and lead tens of billions of dollars in PRC overseas seaport
investments. The Committees engaged directly with multiple U.S. ports desig-
nated by the U.S. Department of Defense (DoD) as Commercial Strategic Seaports,
located at strategic positions on the West Coast, East Coast, Gulf Coast, and in the



Western Pacific. Alarmingly, many of these seaports use equipment and technol-
ogy originating from the PRC. In most cases, these ports entered multimillion dol-
lar contracts with ZPMC, granting it the contractual authority to produce, manu-
facture, assemble, or install the equipment and technology in the PRC and deliver
it upon completion.

When questioned about the risks of using PRC-origin equipment, many Com-
mercial Strategic Seaports claimed to mitigate risks by using critical internal STS
crane components from Swiss (ABB), German (Siemens), or Japanese (TMEIC)
manufacturers, rather than those produced by ZPMC. However, the Committees
found this explanation problematic. Contracts reviewed by the Committees re-
vealed that many agreements allowed critical internal components from third
party contractors to be sent to the PRC for installation by ZPMC. For instance, ABB
stores its internal components—that it markets to U.S. ports as a secure, Western
alternative to ZPMC components—in the PRC for up to 18 months following ship-
ment.

Most third-party components are sent to ZPMC’s “Changxing Base” on
Shanghai’s Changxing Island, near the Jiangnan Shipyard, where the People’s Lib-
eration Army Navy’s (PLAN) most advanced warships are built. This proximity
is concerning, and the Committees were further troubled by the discovery of un-
authorized cellular modems installed on STS cranes produced in the PRC and
bound for U.S. ports. According to sensitive documents reviewed by the Commit-
tees, these cellular modems, not requested by U.S. ports or included in contracts,
were intended for the collection of usage data on certain equipment. This consti-
tutes a significant backdoor security vulnerability that undermines the integrity of
port operations.

As the geopolitical landscape in the Indo-Pacific shifts rapidly and the PRC
escalates tensions in the South China Sea and the Taiwan Strait, Guam’s strategic
importance has increased. Despite this, there are growing concerns about Guam’s
critical infrastructure—particularly its ports, airfields, and electric grid, which is
vital for both military operations and civilian use. The investigation found that
while the Port of Guam is listed as a Commercial Strategic Seaport by the Depart-
ment of Defense (DoD) Military Surface Deployment and Distribution Command
(SDCC), the U.S. Maritime Administration (MARAD)does not extend the same
recognition, limiting Guam'’s ability to receive resources comparable to other U.S.
mainland Commercial Strategic Seaports.

Appropriately cleared parties can read additional analysis on file with the
Committee on Homeland Security.



KEY FINDINGS

The Committees make the following factual findings:

ZPMC, or a third-party company contracted with ZPMC, installed cellular
modems onto STS cranes that are currently operational at certain U.S.
ports. These installations fall outside the scope of any existing contract be-
tween the affected U.S. ports and ZPMC.

o This incident is not isolated —in February 2021, the Federal Bu-
reau of Investigation (FBI) discovered intelligence gathering
equipment near or on ZPMC STS cranes on arrival to the Port of
Baltimore.

ZPMC has repeatedly requested remote access to its STS cranes operating
at various U.S. ports, with a particular focus on those located on the West
Coast. If granted, this access could potentially be extended to other PRC
government entities, posing a significant risk due to the PRC’s national
security laws that mandate cooperation with state intelligence agencies.

By design of contract, and often at the request of ZPMC, all non-ZPMC
operational STS crane components are shipped to the PRC by third party
companies —particularly from Sweden, Germany, and Japan. These com-
ponents are then installed by ZPMC engineers without oversight from the
original manufacturer, raising significant concerns about the integrity and
security of the final assembled crane.

The U.S. maritime sector is dangerously reliant on equipment and tech-
nology produced, manufactured, assembled, or installed in the PRC. This
includes ship-to-shore cranes, container handling equipment, and various
other critical maritime infrastructure components. This dependency is
largely driven by noncompetitive pricing that favors PRC SOE’s, techno-
logical disparities, and the lack of viable domestic manufacturer alterna-
tives.

The contracting practices between PRC SOE’s and U.S. ports, as well as
other maritime stakeholders, fail to adequately prioritize security. During
the Committees’ investigation, we reviewed multiple contracts between
ZPMC and U.S. ports and were alarmed to find no provisions prohibiting
or limiting unauthorized modifications or access to equipment and tech-
nology bound for U.S. ports. Consequently, ZPMC and other PRC SOE’s
are not contractually barred from installing backdoors into equipment or
modifying technology in ways that could allow unauthorized access or
remote control, enabling them to compromise sensitive data or disrupt op-
erations within the U.S. maritime sector at a later time.

Most, if not all, global crane manufacturing companies that serve as alter-
natives to ZPMC maintain ties to the PRC. These companies are either



directly vulnerable to supply-chain disruptions or indirectly susceptible
to PRC pressure due to their business dealings within PRC.

The PRC's geopolitical ambitions and assertiveness, particularly regard-
ing Taiwan, raise concerns about the security of U.S. maritime supply
chains. The Committees’ investigation found that in a potential future dis-
pute with the United States over Taiwan, the PRC could restrict or manip-
ulate the supply of critical components or materials essential to U.S. mar-
itime infrastructure, including STS cranes. Such actions could severely dis-
rupt U.S. commercial activities and hinder the DoD’s ability to deploy
supplies and resources to the Indo-Pacific region.

In recent years, U.S. federal agencies, including the FBI, have alerted U.S.
ports and industry partners about the PRC’s efforts to establish a strategic
presence at certain U.S. ports. On February 1, 2023, the FBI's Office of the
Private Sector issued an advisory highlighting indicators of malicious
PRC-activity relating to the U.S. maritime sector. The advisory warned
U.S. ports and industry partners to be vigilant for specific PRC activity,
including, but not limited to:

o Unusual visits, investments, expansions, renovations, joint own-
ership, or acquisition of port/maritime infrastructure by PRC gov-
ernment entities and SOEs at strategic U.S. ports;

o Increased marketing or selling of PRC SOE equipment to U.S.
ports that could be remotely disrupted or used to gather infor-
mation benefiting PRC national security;

o Unusually low quotes or bids for U.S. maritime equipment or ser-
vices from PRC SOEFE'’s or their affiliates; and

o Increased outreach from Chinese entities regarding the operations
of U.S. ports, particularly their ships, cranes, docks, telecommu-
nications, data, offices, employees, security, and intermodal con-
nections with rail and highway transportation.

The Committees found that due to inadequate management by the port
authority, MARAD, and DoD, Guam struggles to consistently receive
grant funding, achieve strategic port status, maintain or enhance its cyber
security posture, and avoid the risks associated with installing PRC-made
equipment at its port.



RECOMMENDATIONS

Securing U.S. ports and the cranes they rely on will require a comprehensive

approach involving short-term, medium-term, and long-term strategies. The Com-

mittees therefore recommend:

Short-term:

The Department of Homeland Security (DHS), through the U.S. Coast
Guard, should immediately issue guidance to all U.S. ports to disas-
semble any connections of ZPMC cranes to cellular modems or any
other method of connection to ZPMC, absent an existing contractual
obligation.

DHS, through the Cybersecurity and Infrastructure Security Agency
(CISA) and the Coast Guard, should immediately issue guidance to
all U.S. ports using ZPMC cranes to install operational technology
monitoring software.

DHS, through CISA and the Coast Guard, should immediately prior-
itize closing cybersecurity gaps at Guam’s port, issuing guidance, and
sending experts to provide resources to the port.

DHS, through CISA and the Coast Guard, and in close coordination
with DoD and the Department of Transportation, should take steps to
ensure the safety and security of DoD-designated Commercial Strate-
gic Seaports.

Medium-term:

Congress should pass legislation authorizing U.S. ports to automati-
cally receive waivers from Buy America requirements for purchasing
port cranes from non-adversarial countries, using federal grant dol-
lars.

DHS, through CISA and the Coast Guard, should issue guidance for
trusted vendors regarding port cranes, carefully defining the compo-
nents and subcontracting practices.

DHS, through the Coast Guard, should commission a report to evalu-
ate the viability of purchasing STS cranes through companies in non-
adversarial countries.

DHS, through the Supply Chain Resilience Center, should commis-
sion a report to study the consequences of ZPMC ending contractual
support for parts or services to U.S. ports — especially examining the
impacts to the U.S. economy.



e DHS, through the Federal Emergency Management Agency (FEMA),
should issue guidance for port grants that enable U.S. ports to offset
the cost of purchasing STS cranes from non-adversarial countries.

Long-term:

e The U.S. Department of Commerce, in conjunction with appropriate
agencies, should commission a study on building a U.S. crane manu-
facturing base, including the development of the necessary expertise
and market consumption.

¢ The Department of Commerce, in conjunction with appropriate agen-
cies, should commission analysis for U.S. manufacturing competitive-
ness globally —including port construction and shipbuilding.
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I. BACKGROUND

This report details the findings from a joint investigation of the House Select
Committee on the Strategic Competition between the United States and the Chi-
nese Communist Party and the Committee on Homeland Security into the nation’s
critical maritime infrastructure, and threats posed to it by the PRC. It exposes how
the PRC has embedded itself into a critical component of the U.S. economy by
dominating global market share of port cranes through investment campaigns
backed by SOEs. It outlines the potential cybersecurity and national security vul-
nerabilities posed by PRC control of port cranes, for both the United States and its
allies. Finally, the report outlines collaborative strategies for how the United States
and its international partners and allies can address the risks posed by the PRC’s
maritime activities and promote a more secure and fair global maritime infrastruc-
ture.

Over the course of the year, the Committees have held hearings, worked
closely with executive branch partners, consulted with experts, and traveled do-
mestically and internationally to fully understand the threats posed by the PRC to
America’s maritime critical infrastructure.

By providing this detailed analysis, the Select Committee and Homeland
Committee aim to inform policymakers, industry stakeholders, and the public
about the challenges posed by the strategic competition with the PRC in the mari-
time sector. The goal is to shed light on the PRC’s strategy for control of the mari-
time sector and infrastructure and the implications for U.S. national and economic
security. Finally, this report aims to support the development of effective strate-
gies to safeguard U.S. national security interests and those of our allies and part-
ners in the face of evolving maritime threats.

A. PRC Efforts to Gain Economic Influence in the United States

The PRC has strategically positioned itself as a significant player in the global
economy, with its sights firmly set on expanding its economic influence within the
United States. Through a calculated blend of investments in ports and manufac-
turing sectors, the PRC has embarked on a journey to not only bolster its economic
prowess but also to secure a foothold in critical U.S. infrastructure and industries.!
This endeavor, part of the PRC’s ambitious “Going Out” policy, underscores a de-
liberate move to extend its reach beyond its borders, marking a pivotal shift in
international economic dynamics.2

In the intricate dance of global trade and economics, ports serve as a lifeblood
of commerce, and the PRC’s interest in

these assets is far from coincidental. By
acquiring stakes in key U.S. ports, such  “[PJorts serve as the lifeblood of com-
as the notable investment by China  merce, and the PRC’s interest in these
COSCO Shipping Corporation Limited  assets is far from coincidental.”
(COSCO Shipping) in the Port of Los
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Angeles' container terminal, China has cleverly positioned itself at the heart of
America’s trade ecosystem.® As a state-owned enterprise, COSCO Shipping has
direct ties to the PRC and has reportedly modified its civilian ferries for use as
amphibious operations—potentially for use in a future Taiwan invasion.*

B. PRC’s ZPMC Cranes Dominate U.S. Market

Chinese SOEs have used their access to cheap labor and subsidized steel to sell
their STS cranes cheaply and dominate the global market.> STS cranes are essential
for loading and unloading cargo from container ships at ports.

China’s SOEs have gained a dominant position in the global market for port
cranes through a complex and opaque system of formal and informal state sup-
port, including financing from state banks, direct subsidies, preferential borrow-
ing rates, state-backed fundraising, and other nonmarket advantages.® This strat-
egy found its place after the 2008 financial crisis,

which set ambitious domestic and global targets
S S L Chinese [state-owned en-
for shipbuilding and shipping finance, resulting in , ,
. o\ terprises] have used their ac-
the consolidation of larger and more competitive

firms within the PRC.7 cess to cheap labor and sub-

sidized steel to ... dominate
i. ~ PRC Champion ZPMC the global market.”

ZPMC, a Chinese SOE, is the world’s largest
STS manufacturer, producing nearly 80% of the
cranes used in U.S. ports and dominating 70% of the global market share.® One of
the factors that enables ZPMC to sell its cranes cheaply is its access to cheap labor.
China has a large pool of low-cost workers, especially in the coastal regions where
most of its crane production is located.” ZPMC employs more than 30,000 work-
ers,'® many of whom likely work long hours for low wages and in poor safety con-
ditions.! ZPMC also benefits from economies of scale and the vertical integration
of its production chain, which reduces its costs and increases its efficiency.!2

ii. PRC-Subsidized Steel

Another factor that gives ZPMC a competitive edge is its access to subsidized
steel. Steel is the main raw material for crane production,’® and China is the
world’s largest steel producer and exporter.* China’s steel industry is heavily sub-
sidized by the government, which provides cheap loans, tax breaks, land grants,
and other forms of support to its steel SOEs.!> These subsidies lower the produc-

tion costs and the market prices of Chi-

nese steel, making it cheaper and more
“ZPMC producles] nearly 80% of the

cranes used in U.S. ports and [controls]
70% of the global market share.”

attractive for ZPMC and other crane
manufacturers to use.
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By using cheap labor, subsidized steel,

and the combined resources of SOEs, ZPMC

can offer its cranes at significantly lower  “By using cheap labor, subsidized

prices than its competitors, while still main-  steel, and the combined resources of

taining high quality and performance. This  [Chinese state-owned enterprises],
allows ZPMC to capture a large share of the ~ ZPMC can offer its cranes at lower
global crane market and expand its pres-  prices than its competitors.”

ence in strategic seaports around the world,

including some used by the U.S. military.6

C. PRC Ownership of U.S. Ports

Two PRC SOEs — COSCO and China Merchants Group (CMG) — control parts
of the Ports of Long Beach, Seattle, Los Angeles, Houston, and Miami. More
broadly, COSCO and CMG have spearheaded approximately $30 billion in PRC
overseas port investments in at least 46 countries.!”” These ports are operated

through joint ventures between PRC state-owned enterprises and Western com-

panies.18:19

The Port of Long Beach: Pacific Maritime Services (PMS) is a joint venture
between COSCO and Stevedoring Services of America (SSA) to operate
the Pacific Container Terminal at Pier J. COSCO is the majority share-
holder but does not have an effective majority due to voting requirements.

The Port of Seattle: Two COSCO subsidiaries collectively have held a
33.33% stake in a joint venture since 2007. COSCQO's role is primarily to
drive cargo traffic through the terminal.

The Port of Los Angeles: China Shipping Group (merged with COSCO)
entered a joint venture with Yang Ming, owning 40% of the operation. The
terminal is known for its significant cargo volumes and environmental
mitigation measures.

Port of Houston and Port of Miami: China Merchants Port (CMPort) holds
a minority stake in Terminal Link, a terminal-operating subsidiary of the
French firm Compagnie Maritime d'Affréetement (CMA) and Compagnie
Générale Maritime (CGM), which operates terminals at these ports.
CMPort’s involvement is as an equity investor without direct operational
control.

Joint ventures linked to COSCO and CMG at five American ports are concern-
ing given COSCO'’s ties to the People’s Liberation Army (PLA).20

13



i COSCO Shipping

China COSCO Shipping Corporation Limited is a Shanghai-based company
focused on marine transportation services. COSCO Shipping is a state-owned en-
terprise established and controlled by the PRC government.2! They own many sub-
sidiaries, including COSCO Shipping (North America) Inc., which owns COSCO
Shipping Terminals (North America). The PLA has conducted numerous military-
transportation and port-embarkation training exercises using ships and ferries op-
erated by COSCO Shipping Ferry Company .22 Since 2020, four civilian ferries have
had their stern ramps modified to allow amphibious combat vehicles to board and
disembark.? Although COSCO ports are used for civilian purposes, PLA officials
have publicly stated their dual-use applica-
tions. In 2013, Colonel Cao Weidong of

China’s Naval Academy of Military Re- “The [People’s Liberation Army]
has conducted numerous mili-

search said, “COSCO has numerous supply e ' '
points that provide daily services for civil- ~ [@7Y.. [Faining exercises using
ships and ferries operated by

COSCO Shipping Ferry Com-

ian vessels. When Chinese naval warships
are in the area, they can likewise enter the
port for replenishment.” pany.

Additionally, COSCO maintains close

relationships with the PLA and the PRC’s defense industry. Central Military Com-
mission Chairman Xi Jinping visited COSCO’s Yangpu International Container
Terminal in Hainan Province and the Port of Piraeus in Athens, Greece, and Prem-
ier Li Keqgiang sent COSCO Greece a congratulatory letter noting, “it acts as a role
model for China-Greece cooperation, and has great importance for promoting the
friendship and development of the two countries.”? The PRC Ministry of Foreign
Affairs and COSCO Shipping Group have participated in working dialogues fo-
cused on international cooperation and connectivity.2

In September 2019, the Treasury Department sanctioned COSCO Shipping
Tanker (Dalian) Co. Ltd. —a COSCO Shipping subsidiary — for transporting Iranian
oil in violation of United States and United Nation sanctions. The U.S. Department
of State found that Dalian knowingly engaged in a significant transaction for the
transport of oil from Iran, including knowledge of sanctionable conduct, contrary
to U.S. sanctions.?” The sanctions were lifted in January 2020, but nonetheless show
COSCO'’s willingness to disregard U.S. rules and norms.

The Port of Long Beach offers an interesting case study. In 2012, the Hong
Kong-based Orient Overseas Container Line (OOCL) agreed to lease a terminal at
the Port of Long Beach for $4.6 billion over 40 years. Five years later, in July 2017,
the Chinese state-owned COSCO announced that it would acquire OOCL for $6.3
billion. This announced acquisition raised concerns within the U.S. government

“COSCO maintains close relationships with the PLA and the PRC’s defense industry.”
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that a PRC state-owned conglomerate would control one of America’s largest
ports. In response, DHS and the U.S. Department of Justice (DOJ) reached an
agreement with OOCL and COSCO that the OOCL-owned terminals in Long
Beach would be sold to a “suitable, unrelated third party” deemed “acceptable,”
to the U.S. government. In 2019, after review from the Committee on Foreign In-
vestment in the United States (CFIUS), OOCL announced that the Long Beach
Container Terminal (Pier E) was sold to a Macquarie Infrastructure Partners-led
consortium for $1.78 billion.

ii. China Merchants Group

China Merchants Group is a Hong Kong-based company providing freight,
logistics, and transportation services. CMG owns 12 subsidiaries including China
Merchants Port Holdings, which manages more than 40 ports in 25 countries.
CMG is a major participant in, and proponent
of the Belt and Road Initiative.?s CMG controls
Sri Lanka’s Port Hambantota and Djibouti’s

“CMG is a major participant in

Doraleh Multipurpose Port, both of which are -+ /¢ Belt and Road Initiative.”

of strategic significance to the PRC.2? Initially
presented as a civilian complex, Djibouti’s
Doraleh Multipurpose Port was later expanded to include a naval base.?* China
now has 2,000 troops permanently stationed at this base, which also features a pier
capable of accommodating an aircraft carrier. This dual-purpose facility exempli-
fies the connections between commercial infrastructure and military capabilities.?!

Both ports have been mired in controversy. In July 2017, CMG sent $1.5 billion
to a debt-stricken Sri Lankan government in return for an 80% stake in the Ham-
bantota Port. Despite Sri Lankan officials pledging the port would not be used for
military purposes, a PRC military survey ship — Yuan Wang 5 — docked at the port
for a week in August 2022.323 Separately, the London Court of International Arbi-
tration ruled in 2020 that the Djibouti government handed control of the Doraleh
Port to CMG, violating its contract with DP World — the Dubai-based port operator

that previously operated the port. DP

“CMG controls Djibouti’s Doraleh World’s ongoing lawsuits allege that CMG
Multipurpose Port, ... [ilnitially went as far as pressuring Djibouti’s gov-
ernment to expel DP World from Dji-

presented as a civilian complex, [the
bouti.>*

port was] later expanded to include
a [PRC] naval base.” CMG's ties to the PRC are also found
in its senior leadership. CMG’s managing

director, Miao Jianmin, was an alternate
member of the 19t Central Committee.3> Similarly, Duan Xianghai, a CMG board
member in charge of CMG’s part-building activities, previously served as a direc-
tor of the Supreme People’s Procuratorate, the PRC agency overseeing legal pros-
ecutions and investigations.
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CMG’s ownership of the ports of Houston and Miami are managed through
Terminal Link, a joint venture established in 2001 between CGM and CMA GGM,
the France-based shipping company. CMG holds a 49% stake in Terminal Link,
which it acquired in a May 2013 agreement.?

e Port of Houston: Terminal Link, a joint venture between CMA CGM and
China Merchants Port, operates the Port of Houston Bayport container ter-
minal.

e Port of Miami: Terminal Link, a joint venture between CMA CGM and
China Merchants Port, operates the South Florida Container Terminal at
Miami

Figure 1 - PRC Ownership of U.S. Ports
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D. U.S. Policymaker Concerns with PRC Economic Influence

U.S. policymakers have implemented various measures to push back against
China’s economic influence. Throughout many sectors, these efforts have found
success. Since 2017, PRC investment and manufacturing dominance in the United
States has dropped precipitously to only a fraction of its 2016 levels.?” Federal pol-
icymakers have also pursued multilateral responses to China’s economic coercion.
The G7, which accounts for more than half the global economy, has been urged to
publicly unite to denounce China's actions and retaliate economically in a coordi-
nated manner against China.?* There has been a shift in U.S. government aware-
ness and policy towards a more secure economic policy, leading to the investment
in coordination efforts, such as those managed by DHS” Supply Chain Resilience
Center.®

White House attention to the issue has also increased. The Biden administra-
tion promised in February 2024 to provide $20 billion to strengthen maritime in-
frastructure cybersecurity, specifically with the goal of addressing software and
hardware vulnerabilities in ZPMC cranes. The Biden administration also an-
nounced plans to phase out Chinese-made port equipment and fully return crane
making to the United States to deal with 200 Chinese-made cranes® at U.S. ports
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and facilities.*! This bipartisan chorus of concern regarding PRC economic influ-
ence—especially regarding transportation infrastructure—highlights the level of
concern that this issue has reached within the American policymaking commu-

nity.
E. ZPMC Subcontracting of Crane Control Systems

While ZPMC makes its own internal crane components, the company relies
heavily on third-party companies such as ABB#2—a Swedish company—and
TMEIC#—a Japanese company—and Siemens*—a German company—to build
the internal systems for the majority of U.S. cranes. These internal components
include programmable logic controllers, control systems, crane guidance systems,
and other electronic systems—essentially

the “brain” of the crane. These companies
help ZPMC maintain its market share in the ~ “[Bly using ABB, TMEIC, and
United States and globally by leveraging  Siermens to make the internal com-
these companies’ expertise and specializa- ~ ponents, ZPMC seeks to provide
tion, global networks, customer confidence, U.S. ports and terminal operators

and strategic cooperation. with the false assurance that they

. are a more secure option.”
However, by using ABB, TMEIC, and

Siemens to make the internal components,
ZPMC seeks to provide U.S. ports and ter-
minal operators with the false assurance that they are a more secure option than
ZPMC internal components since they are not Chinese companies. ZPMC appears
to use these companies’ cooperation as a buffer from policymaker scrutiny and

concerns. The investigation found that these companies allow for long periods of
time outside of operational control in China highlighting the continued vulnera-
bility of companies that work with the PRC.45

In the United States, ABB and TMEIC are the primary providers of control
systems for STS cranes. In recent years, Siemens has played a very small part in
the industry at U.S. ports. For all these companies, STS port cranes represent a very
small percentage of their manufacturing and engineering capabilities.

“The investigation found that [ABB, TMEIC, & Siemens] allow for long periods of
time outside of operational control in China highlighting the continued vulnerability
of companies that work with the PRC.”

F. Role of U.S. Federal Agencies in the Maritime Sector

The U.S. Coast Guard is responsible for enforcing maritime security regula-
tions, conducting port security assessments, and ensuring compliance with the In-
ternational Ship and Port Facility Security Code.* The Coast Guard also provides
law and maritime safety enforcement, marine and environmental protection, and
military naval support. The Coast Guard administers facility security plans and
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safeguards fisheries and marine protected resources by enforcing living natural
resource authorities.

The maritime sector is a crucial component of the United States’ transportation
system. Several federal agencies have jurisdiction over maritime sector security.
The Office of Maritime Security (MAR-420), which is part of MARAD, is responsi-
ble for developing and implementing effective maritime security policies, proce-
dures, practices, statutes, and training to protect U.S. citizens and maritime inter-
ests from security threats such as piracy, terrorism, and cyberattacks.+

The Department’s CISA is actively involved in maritime sector security. In
March 2023, CISA and the U.S. Army Corps of Engineers, Engineer Research and
Development Center, released the co-developed Marine Transportation System
Resilience Assessment Guide (MTS Guide) for use by federal agencies, local gov-
ernments, and industry decisionmakers that manage risk and enhance resilience
to critical infrastructure systems and functions through conducting resilience as-
sessments.48

The FBI is responsible for investigating maritime security threats and inci-
dents.# The FBI works closely with international and interagency partners to fa-
cilitate maritime security information-sharing with maritime industry stakehold-
ers. U.S. Maritime Alerts and U.S. Maritime Advisories have been established
through a U.S. government - U.S. maritime industry partnership to communicate
information on threats in the maritime domain to maritime industry stakeholders
and mariners.

The DoD is responsible for providing military support to civilian authorities
in the event of a maritime security threat. The DoD, through United States Trans-
portation Command (TRANSCOM) and its component commands, has a fleet of
commercially viable, militarily useful merchant ships active in international trade
available to support DoD sustainment sealift requirements during times of conflict
or in other national emergencies.?® Six DoD equities - TRANSCOM, United States
Northern Command (NORTHCOM), Military Sealift Command (MSC), U.S.
Army Forces Command (FORSCOM), Surface Deployment and Distribution Com-
mand (SDDC), and the Army Corps of Engineers — manage the National Port
Readiness Network jointly with MARAD, the Coast Guard, and the Transporta-
tion Security Administration (TSA). The National Port Readiness Network facili-
tates the readiness of commercial ports in the United States for use by the military
during national defense emergencies.>

G. Alternatives to ZPMC Cranes

Within the United States, there are currently no manufacturing alternatives for
STS cranes, though at least two companies are considering or actively pursuing
establishing a manufacturing presence in the United States. The Biden administra-
tion identified PACECO/Mitsui E&S Co—a company from Japan—to onshore its
manufacturing capabilities so that it can produce STS cranes in the United States.5
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Additionally, the Committees were made aware that Kiewit, a U.S. company based
out of Omaha, Nebraska, is considering entering the STS crane market.
Konecranes—a Finnish company —and Liebherr —a German company — currently
sell STS cranes, though they are more expensive than ZPMC. Within the PRC itself,
there are several other STS crane manufacturers, such as Xuzhou Heavy Machin-
ery (XCMG), Zoomlion, and Sany.?® These PRC-based manufacturers obviously
present a similar security concern as ZPMC and would not serve as a viable alter-
native.
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IL. THE COMMITTEES’ INVESTIGATIVE PROCESS

A. Scope of Investigation

To inform the legislative process—including legislation designed to harden
and secure the U.S. maritime industry —the Committees conducted oversight of
both public and private shareholders. Over the last eight months, the Committees
met with, received documents and information from, and questioned —both in-
person and virtually —the following key stakeholders in the U.S. maritime indus-
try:

e Department of Homeland Security

e Department of Transportation Maritime Administration (TMA)

e Department of Defense

e Coast Guard

e Department of the Navy

e  United States Indo-Pacific Command

e  United States Southern Command

¢  United States Cyber Command

¢ Federal Bureau of Investigation

o  Cybersecurity and Infrastructure Security Agency

e National Security Agency (NSA)

¢ National Oceanic and Atmospheric Administration (NOAA)

¢ Sandia National Laboratories

e 10 U.S. Commercial Strategic Seaports

e 3international port equipment manufacturers

e  Other relevant government agencies and industry stakeholders

In March 2023, Select Committee Chairman Mike Gallagher and Rep. Carlos
Gimenez—Chairman of the Homeland Committee’s Transportation and Maritime
Security Subcommittee—visited the Port of Miami to learn about the security of
critical infrastructure and the pervasive threat of PRC-linked technology in port
infrastructure. Additionally, Chairmen Gallagher and Gimenez visited the United
States Southern Command headquarters to learn about PRC influence in the West-
ern hemisphere. In June 2023, staff from both Committees visited the Port of New
York and New Jersey to learn about the cybersecurity risks related to PRC-linked
port infrastructure and ZPMC’s presence at the port.

Under House Rule X, the Homeland Committee’s jurisdiction includes “Over-
all homeland security policy” and “Functions of the Department of Homeland Se-
curity” regarding:

A. Border and port security (except immigration policy and non-border en-
forcement)

B. Customs (except customs revenue)

C. Integration, analysis, and dissemination of homeland security information

D. Domestic preparedness for and collective response to terrorism
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E. Research and development
F. Transportation Security
G. Cybersecurity

The Select Committee has broad authority to “investigate and submit policy
recommendations on the status of the Chinese Communist Party’s economic, tech-
nological, and security progress and its competition with the United States” under
H. Res. 11.

B. Investigative Process

In June 2023, the Committees launched their investigation. The Committees
focused their investigative work on the PRC’s stake and influence within the op-
erations of U.S. port facilities, seeking to understand the nature of their involve-
ment, and on identifying and quantifying possible digital threats at U.S. maritime
entry points.

i.  PRC Operational and Strategic Dynamics

Equally pivotal is the understanding of the operational and strategic dynamics
of ports under significant PRC influence abroad, offering insights into the global
reach of China’s maritime strategies. The Committees are incredibly attentive to
concerns surrounding proprietary technology theft, particularly in relation to con-
tainer-scanning devices, a critical component of maritime security infrastructure.
This aspect of the investigation aimed to unravel the complex web of relationships
and contributions of PRC-based firms to the U.S. port equipment ecosystem, high-
lighting dependencies and potential vulnerabilities.

ii.  Software Integrity and Safety

Another crucial area of focus is assessing the safety and integrity of software
with PRC origins employed at U.S. maritime facilities. This encompasses thor-
oughly evaluating digital infrastructures and systems, and recognizing the poten-
tial risks embedded within software solutions integral to maritime operations. The
Committees” approach to this investigation was multi-dimensional, involving col-
laborative data sourcing from a diverse range of stakeholders, including domestic
agencies, maritime bodies, industry experts, and allied nations. This comprehen-
sive collection of data encompassed operational metrics, financial trails, technol-
ogy blueprints, and transactional data.

Digital security formed a cornerstone of this investigation, with cybersecurity
specialists playing a crucial role in identifying and addressing potential vulnera-
bilities. Moreover, establishing communication channels with international mari-
time entities has been instrumental in gaining shared intelligence on the PRC’s
naval endeavors outside its borders. This collaborative approach not only en-
hances the depth of the investigation but also fosters a more comprehensive un-
derstanding of the global maritime landscape influenced by the PRC.
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iii. =~ Engagement with Maritime Sector Stakeholders

Additionally, the Committees engaged directly with key players in the mari-
time sector, including port administrators, logistics specialists, and technology
vendors, to garner a ground-level perspective of the current landscape. This en-
gagement was complemented by the dispatch of evaluation teams to primary U.S.
maritime points to directly appraise PRC equipment and infrastructure compo-
nents, providing an on-the-ground assessment of the situation.

Through this detailed and thorough examination, the Committees aimed to
develop a nuanced understanding of the PRC’s involvement in the U.S. maritime
sector and to formulate effective strategies to mitigate any associated risks, ensur-
ing the security and integrity of the nation’s critical maritime infrastructure.
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I1I. FINDINGS OF THE INVESTIGATION INTO ZPMC
AND ABB

A. ZPMC Poses a Risk to U.S. National Security

The Committees” investigation into ZPMC has revealed significant national
security concerns due to its deep ties with the Chinese military and state-con-
trolled entities. As a wholly owned subsidiary of China Communications Con-
struction Group (CCCG), ZPMC has transitioned from a maritime heavy-machin-
ery manufacturer to a dominant player in the port-container sector. The com-
pany’s board includes senior members of the Chinese Communist Party (CCP) and
individuals with roles in defense contracting, highlighting its strategic alignment
with Beijing’s ambitions. ZPMC’s operations have included collaboration with the
People’s Liberation Army Ground Force (PLAGF) and other military entities, and
it has entered into agreements with sanctioned entities involved in human rights
abuses. The company’s partnerships with tech firms, such as Microsoft, to develop
real-time port activity monitoring tools, further intensify national security con-
cerns. Additionally, ZPMC's role in the Belt and Road Initiative and the develop-
ment of “Smart Cities” underscores its strategic importance in advancing China’s
global influence.

Given ZPMC'’s status as the largest pro-
vider of port infrastructure and associated  “[I]t is highly likely that the PRC
software, it is highly likely that the PRC gov-  qovernment has embedded access
ernment has embedded access into its source  into [ZPMC’s] source code, sup-
code, suppliers' source code, and potentially  pliers’ source code, and poten-
its partners’ systems, through mandatory  tially its partners’ systems,
backdoors. Under China’s Cybersecurity  tirough mandatory backdoors.”
Law, particularly Article 35, critical infra-

structure operators like ZPMC must allow

PRC authorities to review source code, granting access to sensitive data and con-
trol systems. Additionally, the PRC mandates the storage of certain data within
China and permits comprehensive inspections by Chinese authorities. Despite
these requirements, PRC cybersecurity databases fail to report vulnerabilities for
ZPMC products, compromising system integrity and risking U.S. partners' secu-
rity. PRC-run services, such as Zoomeye, conceal ZPMC-related vulnerabilities
while U.S. platforms like Shodan show numerous entries for ZPMC within China.
This selective reporting creates significant security risks for U.S. firms interacting
with ZPMC. With ZPMC operating a substantial number of cranes at U.S. ports
and providing comprehensive “smart” port infrastructure, the potential vulnera-
bilities pose a serious national security threat.

The Committees’ investigation into ZPMC uncovered numerous national se-
curity concerns and vulnerabilities.

23



ZPMC is a wholly owned subsidiary of China Communications Construction
Group (CCCG), aka, China Communications Construction Company (CCCC), a
company with significant involvement in militarizing the South China Sea.>* In
August 2020, CCCC was named a “Communist Chinese Military Company” by
the DoD.>

Figure 2 - ZPMC Ownership?657.58
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ZPMC is a long-time heavy-equipment operator and component manufac-
turer headquartered in Shanghai, China. ZPMC originally started as a maritime
heavy-machinery manufacturer but has since become the most dominant player
in the port-container machinery and crane sector.?? ZPMC was founded in 1992 by
Guan Tongxian,% who in 2019 was nominated for Shanghai’s “Most Beautiful Rev-
olutionary.” As with most state-owned enterprises, ZPMC’s current board con-
tains senior members of the Chinese Communist Party (CCP),s! and individuals
with senior positions in PRC defense contractors and other malign organizations.

ZPMC has a fleet of approximately 20 large vessels, some designed for dredg-
ing operations to make islands in the South China Sea, and other larger cargo ves-
sels and semi-submersible heavy-lift ships. The ZPMC ship Zhen Hua 28 has con-
ducted training with the People’s Liberation Army Ground Force (PLAGF) heli-
copter squadrons in exercises, using their semi-submersible heavy-lift ships as
flight decks for military aircraft.®? The PRC media attempted to hide the identity
of the ship; however, an expert from the
U.S. Air Force Academy confirmed the
Zhen Hua 28 provided its services as a

“ZPMC ship Zhen Hua 28 has con-

ducted training with the People’s Lib- sizeable civilian flight deck for military

eration Army Ground Force helicopter operations.s* The PRC uses civilian ships

[ ] ing their . .
squadrons in exercises, using their as cover for other operations, as evi-

semi-submersible heavy-lift ships as denced by their maritime militia in the
flight decks for military aircraft.” South China Sea and off the coast of Ja-

pan.* PLAN is specifically looking to
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leverage the capital markets to invest in its long-term ambitions to develop a ca-
pable blue-water navy.5s As one of the largest Chinese maritime champions,
ZPMC has likely benefited from the PLAN infusion of capital and has announced
rounds of investment that are likely downstream effects of investment by PLAN
in its naval capacity growth.s In this way, ZPMC serves as a critical component to
the PRC’s strategy of global logistics dominance through PLAN expansion and
growth.

Figure 3 - ZPMC Participation in PLA Exercises
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According to documents obtained by the
Committees, the most recent president of ZPMC

and CCP member, Ou Huisheng, is also the chair- 7 PMC was [listed as] a

‘ccooperation partner’ of
Eversec Technologies|, which
is] using Al to develop PLA
early-warning platforms.”

man of the state-owned heavy industry firm
Tongyu Heavy Industry Company Limited.¢” The
Committees have found that as recently as 2023,
Tongyu Heavy Industry Company Limited has
sent shipments of goods to Magnitogorskiy Met-
allurgicheskiy Kombinat (MMK),% a sanctioned

Russian steelmaker which is owned by Viktor Fil-

ippovich Rashnikov, a sanctioned Russian Oligarch.®® This example follows the
broader trend of Chinese engineers and steel manufacturing enabling Russian
heavy industry to keep producing iron and steel necessary to support Russia’s in-
vasion of Ukraine and its wartime economy.”

In 2021 Eversec Technology Co., Ltd., listed ZPMC as a “cooperation part-
ner.”7! Eversec is a PRC firm and state security contractor in the communications
networking and big-data intelligence and security business. Eversec serves as a
national-level “cybersecurity emergency service support unit” for the PRC’s Na-
tional Computer Network Emergency Response Technical Team/ Coordination
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Center (CNCERT).”2 Eversec is also using Al to develop PLA early- warning plat-
forms and taking sizeable investment from Sequoia Capital China.”

Figure 4 — ZPMC Partnerships and Affiliations
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In 2017, ZPMC partnered with Microsoft to develop a suite of tools to connect
machinery and analyze real-time port activity and cargo movement, wherein the
data is then passed back to a central hub for analysis.”* That year, then-ZPMC
chairman, Hailiang Song, proclaimed, “We used to sell equipment, but now we
are selling systems...Through our main office in Shanghai, you can monitor all the
cranes.”” This statement alone has raised grave national security concerns with
the Committees. Song also stated, “We used to sell hardware, now we are selling
software and service...The automation terminal is the main product in our fu-
ture.”76

“In 2017, ZPMC partnered with Microsoft to develop a suite of tools to ... [pass]
real-time port activity and cargo movement ... [data] to a central hub for analysis.”

ZPMC has been instrumental in developing the Belt and Road Initiative and
helping build the Smart Cities program for the PRC.”7 ZPMC also partnered with

26



Microsoft China, Navis, and infrastructure advisory firm Moffat & Nichol to ex-
plore opportunities and automation solutions to incorporate into their “smart”
port offerings.” The extent to which this partnership has developed is unclear,
though efforts by ZPMC to connect port infrastructure to the cloud have continued
and seem to have integrated solutions from Microsoft Azure and Microsoft Power
BL7

Figure 5 — Solution Architecture

Solution Architecture

i.  Mandatory Access for PRC Law Enforcement and Intelli-
gence

Since ZPMC is one of the largest providers of port infrastructure and the ac-
companying software to run it, the PRC government is entitled to access ZPMC'’s
source code, the source code of its suppliers and potentially its partners. Further-
more, Chinese law enforcement has mandatory backdoors known as embedded
and reserved interfaces that are legally required in all domestically created de-
vices.® This vulnerability coincides with China’s totalitarian laws and regulations,
which include the requirement that companies comply with intrusive measures
for “national security.”s!

Under the Cybersecurity Law of the People’s Republic of China, particularly
Article 35,82 critical information infrastructure operators such as ZPMC are man-
dated to allow reviews on the provision of source code.s3 These reviews allow the
PRC to access sensitive data and control systems. These cybersecurity require-
ments are further bolstered by the Multi-Level Protection Scheme,* which re-
quires network operators to store specific data within China and permits Chinese
authorities to conduct on-site or remote checks on the networks.85 This includes
examining documentation that reveals the construction of the system, thus expos-
ing source code.86

Because the PRC government has legally obligated access to ZPMC'’s source
code—including integrated software offered by suppliers—sensitive information
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about critical port infrastructure software is ac-
cessible to the PRC government. With access to  “With access to source code,
source code, there is a high risk that the PRC  there is a high risk that the
government could manipulate these systems — PRC government could manip-
for strategic reasons, including the disruption  wlate these systems [... to] dis-
of U.S. critical infrastructure. Additionally, this  rupt[] UL.S. critical infrastruc-
access could be used as a tool for espionage, as  ture [or conduct] ... espio-

the information and data of ports using ZPMC  nage.”

infrastructure could be compromised.

ii. PRC Hides ZPMC Cyber-
security Vulnerabilities

The PRC’s national cybersecurity vulnerability database returns zero results
for ZPMC products,®” whereas U.S.-based companies have identified and pub-
lished dozens of entries on ZPMC vulnerabilities.’8 Because all cybersecurity vul-
nerabilities must be disclosed to the PRC government under the Multi-Level Pro-
tection Scheme® lack of public reporting on these vulnerabilities suggests and ef-
fort by the PRC government to cover up or purposefully obscure any such vulner-
abilities. %

PRC-sponsored services such as Zoomeye, owned and operated by the PRC
military cyber contractor KnownSec, are designed to find and catalog web-facing
vulnerabilities so that they can be remediated before adversaries compromise
them.” These same companies appear to hide ZPMC and ZPMC-related site vul-
nerabilities, whereas U.S. firms such as Shodan have numerous entries for ZPMC
within China. The PRC laws surrounding cybersecurity mandate that only the
PRC is aware of the problems associated with companies like ZPMC. This creates
a national security issue for U.S. firms who deal with ZPMC or their partners be-
cause they are not receiving a wholistic or accurate perspective.

iii. Hidden Cellular Modems
on ZPMC Cranes Figure 6 — Cellular Modem

Throughout the course of the investigation,
the Committees uncovered that cellular mo-
dems—connected to Linux computers on port
cranes—were found on some ZPMC cranes de-
livered from China to the United States.??

“These modems —although not necessary for the
operation of the cranes—created an obscure
method to collect information, and bypass fire-
walls in a manner that could potentially disrupt

port operations.”
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According to contract documents? and port operators familiar with the orders,
these unknown modems were believed to be installed under the auspices of col-
lecting usage data for the equipment.®* These modems—although not necessary
for the operation of the cranes—created an obscure method to collect information,
and bypass firewalls in a manner that could potentially disrupt port operations.®

Technicians at the ports were aware of these modems and understood them to
be for diagnostic purposes only; however, the modems were not part of an existing
contract, and their services were declined at the time of purchase of the cranes.?
These modems were intended to allow for a mobile diagnostic and monitoring
add-on—a feature the ports chose not to include.” In at least one case, modems
were installed during the manufacturing and assembly process in 2017.98 Notably,
when the ports first inspected the cranes in the PRC, the modems were already in
place.”

The Committees were told by security stakeholders that it is an open secret
among ports and terminal operators that throughout the process of procuring a
ZPMC crane, they will be pressured to provide remote access—under the auspices
of monitoring and diagnostics. Some ports

insist on securing their assets, but many
cave to the pressure.'® In speaking with in-  “[]]t is an open secret among ports
dustry and security stakeholders, the Com- ;514 terminal operators that
mittees found that pushing back on ZPMC  tjir0ughout the process of procuring
demands—including allowing for remote  ; ZPMC crane, they will be pres-
access—is difficult for customers who are  syred to provide remote access.”
looking to get the lowest price or guarantee

a robust warranty policy.!!

The exact identity of those responsible for installing the modems, while likely
ZPMC, remains unclear.!”? Although the modems were discovered when the
cranes were first inspected at a ZPMC manufacturing facility in the PRC, ZPMC
has denied responsibility for the modems.!® Indeed, non-PRC manufacturers—
including ABB—admitted that their hardware is outside of their control while in
the PRC and that ZPMC engineers install the components, thereby adding a level
of inherent vulnerability to the process.1%* Finally, the non-PRC companies denied
knowledge of the cellular modems and agreed that these components introduce
an additional vulnerability to the crane.!%

B. ABB’s Role in Port Infrastructure and National Security Risks
Arising from Partnership with ZPMC

ABB, a multinational corporation, holds extensive contracts with numerous
U.S. government agencies, including the Navy, NASA, and the Defense Logistics
Agency. It has produced equipment critical to U.S. national security, such as the
U.S. Arleigh Burke class destroyer and the Raven Rock Mountain Complex. That
being said, ABB also maintains a long-standing partnership with ZPMC,
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beginning in 1992, and has involved significant collaborations in crane automa-
tion, energy-efficient propulsion for deep-sea vessels, and certain automation ser-
vices. ABB stores products in China for up to 18 months, shares design schematics,
and allows for ZPMC engineers to finalize product assembly before shipment to
the United States. Although ABB claims it is confident with its internal protections
against attacks, ABB suffered a ransomware attack in May 2023 —potentially com-
promising sensitive data. And as late at November 2023, a Russia cybercriminal
was reported to be selling access to ABB’s systems and those of its PRC supplier,
indicating unresolved cybersecurity vulnerabilities.

i. ABB Contracts with U.S. Government

ABB’s operations in the United States include extensive contracts with multi-
ple government agencies such as the United States Navy, NASA, Tennessee Valley
Authority, Bureau of Reclamation, Southeastern Pennsylvania Transport Author-
ity, Department of Agriculture, Department of Commerce, Defense Logistics
Agency, Department of State, Department of Treasury, Environmental Protection
Agency, Federal Aviation Administration, National Oceanic and Atmospheric Ad-
ministration, Electrify America, Army Corp of Engineers, Coast Guard, and the
United States Air Force. 106

ABB has contracted to produce equipment for the Navy’s Arleigh Burke-class
guided missile destroyer, as well as the power management system for the Raven
Rock Mountain Complex, otherwise known as Site R or “the underground Penta-
gon,” which is a strategic national facility site crucial to U.S. continuity of govern-
ment.10”

ii. = ABB'’s Extensive Partnership with ZPMC

ABB’s partnership with ZPMC has a long history, starting in 1992, and contin-
uing through Collaboration on Crane Automation and Support Systems in 2007,
when ABB contributed significantly to ZPMC’s development of container cranes
by providing a complete set of crane automation and support systems for 74
ZPMC-developed container cranes.'% This package included controllers, software,
low-voltage AC motors and inverters, power transformers, and switchgear.' In
2009, ABB and ZPMC expanded their cooperation to develop energy-efficient pro-
pulsion solutions for deep-sea offshore vessels.!10 This collaboration created equip-
ment for vessels requiring deep operating draught, such as heavy carriers or drill-
ing platforms.!" The partnership focused on utilizing ABB’s Compact Azipod
technology, known for its unique design, lifecycle availability, excellent station-
keeping capabilities, and compact size.!2

In 2014, ABB and ZPMC signed a Memorandum of Cooperation in port auto-
mation services.!!? This agreement aimed to strengthen cooperation in the port ma-
chinery transformation service sector, covering technical support, information
sharing, spare parts supply, and more."'* The goal was to optimize workflow and
achieve beneficial results and to set up 15 port machinery service and spare parts
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centers worldwide to transition from equipment manufacturing to service provid-
ing.115 Correspondingly, ABB, with a focus

on developing its service sector, had al-
ready established multiple integrated ser-  “ABE joes, in fact, work hand in
vice centers in China, its second-largest ;14 with ZPMC within the
market. PRC.”

ABB does, in fact, work hand in hand
with ZPMC within the PRC. For example,
ABB stores its software products in the PRC for up to 18 months following ship-

ment from Europe and before the cranes are delivered to the United States.!¢ Dur-
ing that time, the hardware is accessible to ZPMC. ABB also provides ZPMC per-
sonnel with design schematics, which would allow ZPMC to create a backdoor in
the hardware. In addition, ABB works closely with ZPMC engineers on product
specifications to ensure that its software is in-
teroperable with ZPMC hardware and firm-
ware.!” Finally, ZPMC engineers—not ABB
personnel —assemble the final product and
integrate the ABB software before the cranes
are shipped to U.S. ports.

“ZPMC engineers—not ABB per-
sonnel—assemble the final prod-
uct and integrate the ABB soft-
ware before the cranes are shipped
to US ports.” iii. =~ ABB’s Ransomware and Unreported
Cybersecurity
Incidents

In May of 2023, reports revealed that ABB had fallen victim to a ransomware
attack from the cybercriminal organization BlackBasta, which exposed many cus-
tomers’ data.!® ABB is likely to have paid between $1.2 and $9 million in ransom
to have their systems restored.!’ It is unknown whether nation-state actors pur-
chased the data from the criminal organization in a secondary market.

According to a cybersecurity report,'? in November 2023, a Russian cyber-
criminal was selling access to ABB’s internal systems as well as access to their PRC
supplier “TPV Technology,” an affiliate of the PRC military company China Elec-
tronics Corporation, which is also sanctioned by the Treasury Department for con-
tributing to civil-military fusion in the PRC.12!
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IV.

COMMITTEE INVESTIGATION ENGAGEMENT

A. ABB Engagement

ABB initially conveyed its intent to work with the Committees to address con-
cerns with their partnerships with PRC-connected firms like ZPMC.122 ABB asked
the Committees to work with them and identify areas of concern they could reme-

diate to better address U.S. national security and counterintelligence concerns.'?

Their initial document production included hundreds of pages that were publicly

available on their website and did not directly answer the Committees’ ques-

tions.’?* The Committees specifically requested information on the following:

The a West Coast port crane agreement, specifically section 3.5, titled,
“Limit Switches and Sensors” (reference number 01-000412), outlines the
necessity for component compatibility between ABB and ZPMC. Consid-
ering ABB’s previous declaration of not sharing coding with China, the
Committees were interested in the methods employed to achieve this com-
patibility in hardware and software compliance with the China’s Cyber-

The approach to compatibility in other areas of the supply scope for mul-
tiple cranes. This query particularly pertains to elements such as the CCTV
system, the spreader, the power-cable reel assembly, and the previously
identified vulnerabilities in the Profibus and Profibus interface. This ques-
tion is even more important in light of ZPMC’s role in providing the com-
munication gateway for these components (reference number 01-000419).

The document exchange plan between ZPMC and ABB (reference number
01-000426). The Committees seek clarity on the extent of detail shared with
ZPMC during the “Remote Control Station (RCS) layout and functional

1.
security Law.
2.
3.
description” phase.
4.

Information on the nature and depth of data exchanged in other phases of
this collaboration process.

After meeting multiple times with ABB, the Committees documented substan-

tial stalling techniques.?> ABB claimed that they were undergoing a review of the

concerns and wanted to help in any way they could. ABB conveyed multiple times

that they do not share any software
or code with the PRC and have
somehow “found a way” to circum-
vent PRC national security laws
that mandate source-code sharing
in order to do business in China.
Proof of this was never given, and
the Committee received infor-
mation from ZPMC'? and other

“ABB conveyed multiple times that they do
not share any software or code with the PRC
... [but] proof of this was never given, and
the Committee received information ... that
suggests all software was provided for test-

ing at manufacturing sites in China.”
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manufacturers'?” that suggests all software was provided for testing at manufac-

turing sites in China.

Table 1 - Timeline of ABB Interactions with Committees

Email from CHS staff to ABB requesting a briefing to discuss
ABB's commercial engagement with U.S. seaports, U.S.
government agencies, and their presence in the PRC.

|_JUNE 20,2025 ey

CHS staff and ABB speak on the phone.
CHS and China Select officially launch a joint investigation.

CHS and China Select hold a call with Sidley Austin LLP.

[ JULY 35,3025 ey

CHS/China Select transmit a letter to ABB requesting documents
and information by no later than August 8, 2023.

China Select emails Sidley Austin LLP asking for a second
in-person meeting to discuss the document production.

SEPTEMBER R7, R0R3

CHS/China Select meet with Sidley Austin LLP to discuss the
ABB document production as well as remedial action to address
the security vulnerabilities identified by committee staff.
CHS/China Select staff ask for ABB’s response by (11/23).

OCTOBER 83, R0:23
Squire Patton Boggs (SPB) contacts Chairman Gallagher’s

e JUNE 10,2023 |

Email from ABB to CHS staff confirming ABB will provide a briefing.

e\ E 10 2025

Email from ABB asking for a call to discuss the briefing request.

Ew— U VE 23, 085

Sidley Austin LLP places a call to CHS staff noting they have been
retained as counsel for ABB and we should communicate through
them going forward.
Sidley Austin LLP sends an email to CHS staff after calling earlier in
the day and asking to schedule a follow-up call the week of July 10-14.

R, JULY 19, 3033

In-person meeting between CHS/China Select staff and Sidley
Austin LLP to discuss the ABB inquiry.

AUGUST 8, R0R3

Sidley Austin LLP delivers the document production to
China Select staff.

SEPTEMBER 18, R0R3

Sidley Austin LLP does not respond to China Select’s 9/6 email,
prompting CHS staff to send a follow-up email requesting a meeting
the week of September 25th. Sidley Austin LLP responds and agrees

to meet on September 27th.

OCTOBER 11, R0R3

CHS/China Select staff meet with Sidley Austin LLP to further
discuss the security vulnerabilities identified and potential remedial
action by ABB.

personal office to discuss the ABB inquiry. In an email, SPB notes
they have been retained by ABB as lobbyists. Several other
Member offices reach out to the committees informing staff that
Squire Patton Boggs is requesting information about the joint
investigation/ABB inquiry.

OCTOBER R3, R0R3-JANUARY 17, 2024

The Committees receive no further outreach from Sidley Austin
LLP or their client, ABB.

JANUARY 18, 2024

OCTOBER R5, R0R3

Sidley Austin LLP meets with China Select staff.

OCTOBER 27, R0R3

Sidley Austin LLP requests a second meeting to discuss the
committee’s investigation. During the meeting, CHS/China Select
staff reiterate the request for a response from ABB about potential

remedial action by November 23, 2023. Sidley Austin LLP

suggested they could provide a response by the stated deadline.

The Committees send a public letter to ABB, outlining the
company’s disregard for the investigation and requesting their
American executives presence at a CHS hearing.

JANUARY 23, 2024

Sidley Austin LLP contacts CHS and China Select staff to discuss
the January 18, 2024 letter. Sidley Austin LLP tells Commitlee staff
that the letter “got Sweden’s attention”

JANUARY 26, 2024

Sidley Austin LLP communicates to CHS and China Select staff
that ABB is unable to agree to participate in a hearing.

FEBRUARY R1, 20:4

CHS staff email Sidley Austin LLP reiterating the committee’s
request for public testimony from ABB'’s U.S. Country Holding
Officer, Mr. Michael Gray.

FEBRUARY 23, 2024

Sidley Austin LLP hand delivers a letter to CHS/China Select staff
responding to lines of inquiry discussed during the February 7,
2024 in-person meeting with ABB senior executives.

This is the last form of communication between the committees
and Sidley Austin LLP relating to the investigation.

FEBRUARY 7, R0R4

CHS and China Select staff meet with senior executives from ABB
Headquarters and Sidley Austin LLP to discuss the committees’
January 18, 2024 letter, the ongoing investigation, and the request
for ABB's participation in a CHS hearing lhat was tentatively
scheduled for February 29, 2024.

FEBRUARY 23, 2024

Sidley Austin LLP emails CHS/China Select staft acknowledging the
committee’s February 21, 2024 email requesting ABB's
participation in a hearing,.

FEBRUARY 24, 2024 - MARCH 28, R0:4

The Committees receive no further outreach from Sidley Austin
LLP or their client, ABB.
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Through extensive briefings with various national security community agen-
cies and departments, the Committees found even more reason for concern. ABB
sponsors at least one individual with a government security clearance who is re-
sponsible for ABB’s physical security in the United States. The Committees dis-
cussed with ABB the idea of bringing the individual to a secure space so they could
better understand the national security threats to which they were exposing U.S.
critical infrastructure.'28 ABB made various excuses for why this was not possible.

First, they claimed the individual did not have the necessary expertise to have
an informed conversation with the Committees. Second, they claimed the individ-
ual would be unable to do anything with the classified information and therefore
would put the company at risk by being made aware of the classified infor-
mation.’? When asked why ABB sponsored a security clearance, ABB admitted it
was so that they could discuss security concerns with law enforcement and intel-
ligence. 130

When asked if ABB had joint ventures in the PRC, ABB did not answer directly
and instead pointed to the fact that all the company’s sectors were segmented and
had no impact on the crane industry.!* When asked if the PRC had ever leveraged
its national security laws to request information from ABB, the company’s counsel
could not provide a clear answer—leaving the Committees with the impression
that ABB probably does provide information pursuant to the PRC’s national secu-
rity laws.132

When ABB was asked to show any actionable deliverables that coincided with
their statements to help safeguard the nation and its critical infrastructure, they
continued to stall with no results, and offered no plan to solve their internal cyber-
security and supply chain issues.!® Instead, they insisted that their components
were secure and their processes and procedures follow the practices of every other
company that works with ZPMC.134

B. TMEIC and Siemens Engagement

Following extensive engagement with ABB, the Committees spoke with Sie-
mens'® and TMEIC® to understand whether ABB’s methods were abnormal. Sie-
mens explained that it has a very small portion of this market, which is primarily
owned by TMEIC and ABB. Both TMEIC and Siemens confirmed that their com-
panies make internal components for ZPMC cranes and ships and send these com-
ponents to the PRC for installation. As subcontractors, TMEIC and Siemens ex-
plained they have little control over the contracts between ZPMC and the U.S.
ports; however, they agreed that a vulnerability exists in the supply chain. Both
companies explained that the cost would increase if the cranes’ internal compo-
nents were installed in the United States. In addition to optimizing labor costs, the
ZPMC cranes are constructed in a specialized manufacturing site that integrates
all the engineers and components —allowing final testing to take place before ship-
ment. Installing internal components in the United States would likely increase the
price of the crane—though it could be done.
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Throughout the investigation, TMEIC and Siemens were helpful and construc-
tive. The Committees were able to gain valuable insight into the challenges inher-
ent to manufacturing internal crane components. When involved, their counsels
were forthcoming and did not attempt to obstruct the work of the investigation.

C. Crane Manufacturers Engagement

The Committees also spoke with crane manufacturers that compete with
ZPMC. Konecranes—based in Finland'¥”—and Liebherr—based in Germany,'s
with manufacturing in Ireland —can create STS cranes on par with ZPMC. While
more expensive, these crane manufacturers believe that their components last
longer than ZPMC’s products and provide more security through supply-chain
resilience and avoid the cybersecurity vulnerabilities associated with manufactur-
ing in the PRC. Konecranes pointed to the Port of Savannah in Georgia that relies
exclusively on Konecranes as an example of a U.S. port that has spent more on STS
cranes because of their longevity and superior security.!?® Liebherr provides STS
cranes to the Port of Newark Container Terminal in New Jersey and Penn Termi-
nals in Eddystone, Pennsylvania.'4

Outside of STS cranes, both Konecranes'! and Liebherr!#? possess significant
manufacturing presence in China. On a call with the Committees, Liebherr admit-
ted that currently even its STS cranes would have some components from China.
Furthermore, these companies are susceptible to pressure from PRC-based influ-
ences that could threaten their market share. While both provide a measure of sep-
aration from the direct supply-chain and cybersecurity vulnerability inherent to
doing business in and with the PRC, there are still ways for the PRC to exercise
soft power and potentially coerce action by these companies.

The Committees are also aware that Mitsui—a Japan-based company —with
its U.S.-based subsidiary PACECO, is pursuing STS crane manufacturing in the
United States.#* Additionally, Kiewit, a construction and manufacturing company
based out of Omaha, Nebraska, is considering entering the maritime crane market.
Both companies have the potential to completely manufacture the STS crane in the
United States; however, building the capacity and creating the expertise will take
years. Additionally, these cranes will be more expensive due to the higher labor
and material costs in the United States.

D. ZPMC Engagement

On February 29, 2024, the Committees sent a letter to ZPMC Chairman and
President Liu Chengyun and ZPMC USA President Richard Pope expressing con-
cerns about ZPMC’s close ties with the PRC.1# The letter requested written an-
swers to several questions regarding ZPMC’s connections to the PRC and how
their ties to the PRC government impact its work overseas.

In their initial correspondence with the Committees following receipt of the
February 29 letter, ZPMC communicated their unwillingness to provide written
answers before consultation with the PRC government. On March 19, 2024, a
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lawyer contracted by ZPMC contacted Committees staff requesting that the Com-
mittees sign a non-disclosure agreement before ZPMC provides information to the
Committees. After the Committees declined to sign a non-disclosure agreement,
ZPMC’s contracted counsel at Baker McKenzie, provided a letter to the Commit-
tees stating that ZPMC’s response to the Committees” “may trigger data cross-bor-
der transfer requirements under applicable Chinese laws.”145 The laws are detailed
in the Table 1 below.

Table 2 - ZPMC Legal Objections to Committees’ Investigation Requests

APPLICABLE CHINESE DATA ISSUES RAISED BY

COMMITTEES’ INVESTIGATION

RESTRICTION LAWS

DATA SECURITY LAW: ARTICLE 38

CYBERSECURITY LAW: ARTICLES 2 AND 37

SECURITY PROTECTION REGULATIONS FOR
CRITICAL INFORMATION INFRASTRUCTURE:
ARTICLES 2,8 AND 9

MEASURES ON SECURITY ASSESSMENT FOR
CROSS-BORDER TRANSFER OF DATA:
ARTICLES 4 AND 19

MEASURES ON SECURITY ASSESSMENT FOR
CROSS-BORDER TRANSFER, OF DATA: ARTICLE 4

PERSONAL INFORMATION PROTECTION LAW:
ARTICLES 3, 4, 38, 38, 55, 56 AND 73

_— =
THE LAW OF THE PEOPLE'S REPUBLIC OF

CHINA ON GUARDING STATE SECRETS

DATA SECURITY LAW: ARTICLE 21

MEASURES FOR THE ADMINISTRATION OF DATA | @\ [ ]

SECURITY IN THE FIELD OF INDUSTRY AND 7,
INFORMATION TECHNOLOGY (FOR TRIAL
IMPLEMENTATION): ARTICLE 81

EXPORT CONTROL LAW: ARTICLES 2 AND 32

DATA SECURITY LAW: ARTICLE 85

LEGEND
4
gl

]

ZPMC RELATIONSHIP WITH
CCP INTELLIGENCE

ZPMC PRC SUBSIDIES AND GRANTS
TO SUPPORT ZPMC ACTIVITY IN
THE UNITED STATES

ZPMC AND ABB REMOTE ACCESS &
CCP INTELLIGENCE AGENCIES
REQUESTS TO REMOTE ACCESS

2@
o.ﬂ.n

ZPMC RELATIONSHIPS AND

o 0y ENGAGEMENTS WITH PRC ENTITIES

&

ZPMC INTERNAL CCP INFLUENCE

ZPMC ONGOING ENGAGEMENT WITH
U.8. DEPARTMENT OF COMMERCE
ENTITY LIST
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On April 7, 2024, ZPMC through Baker McKenzie, provided a letter with re-
sponses to individual questions raised in the Committees” February 29 letter. The
letter emphasizes that “ZPMC USA operates independently from its parent com-
panies.”1#6 However, many of the responses provided to the Committees cited the
PRC laws listed above in detailing that the firm would require permission by the
PRC to share information responsive to the Committees” questions.

In response to the Committees” questions regarding its engagement with ABB,
ZPMC’s letter detailed that ZPMC contacted ABB requesting information regard-
ing remote access to STS cranes and “other maritime infrastructure components”
in the United States. While the letter stated that ZPMC had not yet received a re-
sponse from ABB, the letter asserted that Article 36 of the PRC Data Security Law
would require ZPMC to obtain permission from the PRC to share ABB’s response
to ZPMC if content is covered by Article 36.147

The letter also detailed that ZPMC took internal action to follow up on ques-
tions raised in the Committees’ letter. According to the letter, ZPMC contacted
suppliers regarding “the installation of cellular modems or equipment, compo-
nent, and system on U.S.-bound cranes.”1#® The letter stated that ZPMC was also
in the process of reviewing “subsidy-related information in [ZPMC’s] financial
statements” to determine what grants or subsidies the company received from the
PRC government.*® Additionally, the letter stated that ZPMC had started an “in-
ternal review of the possible transactions with entities listed on the [U.S. Depart-
ment of Commerce’s Bureau of Industry and Security] Entity List.”'0 However,
the letter argued that ZPMC would be required to obtain permission from the PRC
to share the findings of these reviews and investigations with the Committees.

ZPMC currently maintains an inter-
nal Communist Party Committee. The  “ZPMC’s chairman and president,
Committee, according to ZPMC, is es-  serves as the party secretary for the In-
tablished internally and is “involved in  ternal Communist Party Committee.”
the assessment and discussion of

ZPMC’s significant operational matters

prior to the decision-making process by the board of directors and management
level.”151 You Ruikai, ZPMC’s chairman and president, serves as the party secre-
tary for the Internal Communist Party Committee, and Committee members are
elected by “the plenary meeting of the Party members of ZPMC.”152 At the time of
writing, ZPMC had not explained to the Committees to whom the Internal Com-
munist Party Committee reports within the PRC government and what infor-
mation is shared.
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Table 3 — Members of ZPMC'’s Internal Communist Party Committee

e
MEMBERS OF THE ZPMC INTERNAL
COMMUNIST PARY COMMITTEE:

¢ YOU RUIKAI (CHAIRMAN, PRESIDENT, AND PARTY SECRETARY)

*OU HUISHENG

*ZHU XTAOHUAI

*WANG CHENG

*LIU FENG

* LI RUIXIANG

*SUN LI

LI YIMING

* MO XTAOJIAN
|

On June 4, 2024 ZPMC said that there was no evidence suggesting that a PRC
entity —including CCP intelligence agencies or security services—had ever re-
quested ZPMC to modify its US-bound maritime equipment.'s® Despite this fact,
ZPMC said that it could not disclose the nature of its relationships or engagements
with the Ministry of State Security because of its compliance with The Law of the
People’s Republic of China on Guarding State Secrets.’>* ZPMC also noted it had con-
ducted an internal review regarding U.S.-bound STS cranes and other onshore
maritime infrastructure.'>> During the course of its review, ZPMC claimed it con-
tacted 86 engineers, all of whom advised that no ZPMC modifications were ever
requested for US-bound maritime equipment.!5

ZPMC noted that during the course of its internal investigation, the company
had communicated with ABB to clarify whether the Swedish company had ever
received a request from ZPMC or a PRC entity for remote access to STS cranes or
maritime infrastructure.’> ABB confirmed to ZPMC that this had never taken
place, but at the time of the letter had not provided ZPMC with tha consent to
disclose contact information regarding this request.!5

E. U.S. Ports Engagement

Throughout the investigation, the Committees engaged U.S. ports, asking
questions and requesting documentation regarding cranes and cybersecurity prac-
tices. Each port has unique requirements due to its geography and merchandise;
however, common vulnerabilities exist, and some ports engage the security con-
cerns effectively, while others do not.

i.  Port Authority and Terminal Operator Delineation

In the Committees’ engagements, some of the port authorities deferred to their
terminal operators for security procedures, because of the way they had written
their contracts. One of the ports told the Committees that they had asked the Coast
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Guard to do a “cyber hunt” mission at their port to ensure best cybersecurity prac-
tices and the terminal operator had declined to participate despite possessing
ZPMC cranes. Throughout the investigation, the Committees often had to reach
out separately to the terminal operators to gain access to the appropriate infor-
mation concerning the cranes and the contracts secured with ZPMC. The Commit-
tees are encouraged that the Coast Guard captain of the port is specifically ad-
dressed in the executive order to bolster cybersecurity at the ports.!5

The Committees remain concerned that the port authorities have often struc-
tured their legal agreements with terminal operators in such a way as to pass off
risk and are unable or unwilling to address the cybersecurity challenges in some
cases.

ii.  Attempts to Mitigate Vulnerabilities Posed by ZPMC
Cranes

Due to the cost difference between ZPMC cranes and those offered by other
providers such as Konecranes or Liebherr, many ports purchase ZPMC cranes.
Some of these ports understand the security implications and arrange for the FBI
to come investigate the crane electronics before connecting cranes to the broader
port network. Additionally, many of these ports contract with outside cybersecu-
rity companies to perform penetration testing and a cybersecurity policy audit.
Some of these ports request a Coast Guard cybersecurity analysis by cyber protec-
tion teams. These actions can significantly reduce the vulnerabilities posed by the
PRC, but some ports do not engage in any of these actions, and the original man-
ufacturing and installation takes place in the PRC, outside the purview of the in-
ternal component manufacturers, and therefore carries inherent cybersecurity risk.

The ZPMC crane manufacturing process takes place in the PRC and all com-
ponents—even those components made in the United States—are shipped to the
PRC for installation and testing by ZPMC engineers. Upon arrival at the U.S. port,
Chinese ZPMC engineers help install and test the crane. Internal component man-
ufacturers such as TMEIC and ABB will inspect their products during the testing
phase in the PRC and upon delivery to the U.S. port; however, these components
are left in the PRC for extended periods of time and are installed by ZPMC engi-
neers.

Ports have admitted to the Committees that the use of ZPMC engineers is part
of the contract and helps keep crane costs low. When asked if the contract could
stipulate that internal components are installed in the United States, ports said the
contracts do not typically allow for that option and that it would increase the cost
of the crane.
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V.

GUAM’S STRATEGIC SIGNIFICANCE AND THE NEED
FOR ENHANCED INFRASTRUCTURE AMID RISING TEN-
SIONS IN THE INDO-PACIFIC

During the investigation, the Committees conversed extensively with repre-
sentatives from Guam, the civilian port on the island, MARAD, DoD, and various
other stakeholders. The Committees discovered that due to poor management
from the port authority, MARAD, and DoD, Guam is unable to consistently re-
ceive grant funding, obtain strategic port status, maintain or improve its cyber se-
curity posture, and avoid the pitfalls of installing PRC-made equipment in its port.

A. Guam’s Geopolitical Significance

As the geopolitical landscape in the Indo-Pacific undergoes rapid shifts and
the PRC continues to escalate tensions in the South China Sea and the Taiwan
Strait, the strategic importance of Guam has come into sharper focus.'® This has
highlighted its geographical and military importance, burdened by the current
state of its critical infrastructure and its unique position as a territory inhabited by
American citizens.

Guam and the Northern Mariana Islands’ location as the waypoint to Taiwan,
Japan, and the Philippines is critical for U.S. military operations and strategic in-
terests.’®? Home to significant Navy and Air Force assets, Guam serves as a for-
ward operating base for the United States, playing a crucial role in monitoring and
potentially countering PRC activities.'®2 Its value as a strategic outpost cannot be
overstated, especially in the context of the PRC’s growing military presence, asser-
tiveness, and even destabilizing behavior in the Indo-Pacific. In the event of a crisis
in the Indo-Pacific, Guam will be a critical trans-shipment point for supplies and
other critical items and personnel.

B. Guam’s Critical Infrastructure Vulnerabilities

Despite its strategic importance, there are growing concerns about Guam’s
critical infrastructure, particularly its ports, airfields, and electric grid, which are
essential for military operations and the island’s civilian population and econ-
omy.'3 The Committees have found that the current levels of investment in and
maintenance of these resources must be increased to meet the demands of a po-
tential emergency scenario in the

Indo-Pacific. This neglect poses
significant risks to U.S. military “Current levels of investment in and mainte-
capabilities in the region and the ~ 7arce of [Guam’s critical infrastructure and
safety and well-being of Guam’s military facilities] must be increased to meet
residents. Moreover, as Ameri- the demands of a potential emergency scenario
can citizens, the residents of i1 the Indo-Pacific.”

Guam are entitled to the same

level of  protection and
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infrastructure development as those in the mainland United States. Our findings
emphasize that strategic planning for Guam must balance military needs with the
welfare of its residents, ensuring that their rights and needs are not overlooked
amidst broader geopolitical concerns.

In early 2023, a state-sponsored hacking
group connected to the PRC known as “Volt ~ “[;; ¢4 rly 2023, a state-sponsored
Typhoon” targeted and attacked Guam’s  jiucking group connected to the
critical infrastructure, as well as other critical PR known as “Volt Typhoon”
infrastructure in the United States.164 These targeted and attacked Guam's
PRC-led critical infrastructure attacks ex-  cyitical in frastructure.”
posed a significant gap in Guam’s cyber se-
curity protocols and continue to this day.!65
The Committees discovered a highly complex process to get skilled cybersecurity
personnel who are able to work on Guam’s critical infrastructure. According to

documents provided to the Committees, there are crucial gaps in cybersecurity
standards on the island of Guam due to a lack of financial resources and experts
in the field readily available from the United States. This means cybersecurity ex-
perts from Australia and other nearby countries are used first. Guam’s ability to
increase the cybersecurity of its critical infrastructure is crucial to Guam’s survival
and essential to its ability to act as a strategic basing option in the event of a crisis.

“According to documents provided to the Committees, there are crucial gaps in cy-
bersecurity standards on the island of Guam due to a lack of financial resources and
experts in the field readily available from the United States.”

C. Disagreement Between Department of Transportation,
MARAD, and Department of Defense on Guam’s Strategic Im-
portance

During the Committees” investigation, we discovered that while the Port of
Guam is listed as a Commercial Strategic Seaport under MARAD, the DoD does
not extend the same recognition, limiting its ability to receive the same resources
as other U.S. mainland Commercial Strategic Seaports.
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Figure 7 - U.S. Commercial Strategic Seaports

STRATEGIC SEAPORTS IN THE UNITED STATES

AND ITS TERRITORIES:
B ANCHORAGE, AK W GULFPORT, M3 B PHILADELPHIA, PA
B BEAUMONT, TX W HAMPTON ROADS, VA ®W PORT ARTHUR, TX
B CHARLESTON, SC B JACKSONVILLE,FL. W SAN DIEGQ, CA
B CORPUS CHRISTI, TX M LONG BEACH, CA B SAVANNAH, GA

B PORT OF EVERETT, WA H MOREHEADCITY, NC B TACOMA, WA

W GUAM W OAKLAND, CA B WILMINGTON, NC
|

The Military Surface Deployment and Distribution Command (SDDC), which
falls under the United States Transportation Command, is responsible for all
origin-to-destination distribution operations and plans and executes the surface
delivery of equipment and supplies globally. Since 2016, and because it does not
have a designated surge deployment mission, SDCC has held the Port of Guam in
special status, which means that MARAD does not issue it a Port Readiness Plan,
nor ask it to participate in other voluntary planning or readiness reporting activi-
ties.!66 SDDC has determined that the Port of Guam currently has no significant
deployment or operational role that would typically coincide with a Commercial
Strategic Seaport designation; neverthe-

less, it has retained Guam in the pro-

gram due to its unique strategic location DoD does not .... recognlize Guar a

and importance to DoD.1¢ a strategic seaport], limiting its ability

to receive the same resources as other

The Committees have reviewed the 1/ 5 yuinland strategic seaports.”

port readiness plans and the SDDC

Commercial Strategic Seaport Infra-

structure requirements and found a lack of cybersecurity requirements necessary
to be considered a Commercial Strategic Seaport. The post-9/11 counterterrorism
requirements are still critical; however, there needs to be a statutory expansion to
include a more robust cybersecurity requirement to meet the threats faced in the
modern environment.

The strategic significance of Guam, particularly in terms of contingency oper-
ations, calls for a reassessment of its role in military planning. Its location in the
Indo-Pacific endows it with high military value, serving as a critical point for
power projection and facilitating rapid response within the Indo-Pacific theater.
This geographic advantage positions Guam as a launchpad for military initiatives
and a central hub for ongoing sustainment and redeployment during significant
contingency operations.
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There must be immediate and sustained action to enhance Guam'’s infrastruc-
ture, particularly its ports, to ensure they can support both military and civilian
needs in times of crisis. It is also necessary for a strategic re-evaluation of Guam'’s
role in Indo-Pacific policy, one that considers the island’s dual importance as a
military asset and a home to American citizens. Failing to address these issues
could have dire consequences for U.S. strategic interests in the region and the peo-
ple of Guam.

“There must be immediate and sustained action to enhance Guam’s infrastructure,
particularly its ports, to ensure they can support both military and civilian needs in
times of crisis.”
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CLASSIFIED ANNEX

The Committees are primarily concerned with ZPMC cranes in U.S. ports; the
global influence of the company and the implications are far-reaching. Appropri-
ately cleared parties can read the analysis on file with the Homeland Committee.
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